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Abstract

This presentation explores the use of machine learning to improve cybersecurity. By
combining machine learning with techniques that explain how models work and protect
privacy, we can create stronger cybersecurity solutions. We'll look at a few specific examples:
Machine learning has been used to classify network traffic for a long time. We'll discuss a new
method that uses neural networks to accurately identify harmful traffic on the Tor network.
To make the model's decisions clear and trustworthy, we can use techniques that explain how
it works. Also, new large language models for network traffic classification raise questions
about transparency. We'll discuss the risks of making wrong conclusions when these models
are used with encrypted traffic. Telecommunication infrastructure is very important, and
companies in this sector need to follow rules and meet obligations. We'll talk about
CompliNet, a security assistant that uses large language models to help network security
experts quickly find compliance information through conversations.
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