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Abstract 

6G is expected to become the first truly AI-native communication ecosystem, where 

intelligence is deeply embedded into network design, management, orchestration 

and service delivery. While this transformation will unlock unprecedented levels of 

automation, adaptability and eBiciency, it will also expand the cyber threat 

landscape. Future 6G infrastructures will need to defend not only the network itself, 

but also the AI models, data pipelines and decision-making mechanisms that 

increasingly drive network operations. This keynote explores the emerging security 

challenges of the intelligent 6G era and argues that security must evolve from 

reactive protection to secure-by-design, autonomous and resilient-by-design 

architectures. It will discuss how AI can strengthen 6G security through anomaly 

detection, intrusion detection, threat intelligence, adaptive defence and automated 

response, while also examining the new vulnerabilities introduced by AI-driven 

systems, including adversarial manipulation, poisoning attacks, model inversion, 

model theft and trustworthiness concerns. The keynote will further highlight the 

need for autonomous cyber resilience in 6G, where networks are expected to 

anticipate threats, maintain critical services under attack or failure, recover rapidly 

from disruptions, and continuously adapt to dynamic operating conditions. In this 

context, explainable AI, trustworthy orchestration, zero-trust security models, 

distributed threat intelligence, and cross-domain resilience mechanisms will play a 

central role in building dependable 6G infrastructures. Aligned with the broader 

vision of European 6G-SNS projects, this keynote will present a forward-looking 

perspective on how intelligence, security and resilience must be co-designed to 

support trustworthy future networks. The talk will conclude by outlining key 

research directions toward self-defending, explainable and resilient 6G systems 

capable of securing both the network and the intelligence embedded within it. 
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