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Abstract

Modern cyber-physical systems and IoT deployments rely on distributed sensor
networks, where time-series data increasingly drive automated monitoring,
forecasting, and control decisions. Machine learning models operating on these
streams are now deeply embedded in networked infrastructure, spanning industrial
control, smart cities, healthcare, and critical services. Yet adversarial robustness for
such systems remains poorly understood, particularly under the constraints imposed
by real-world networks.

This talk will examine adversarial attacks on time-series models deployed in sensor
networks from three perspectives that directly reflect operational realities: sparse
perturbations that modify only a small fraction of sensor readings, constraint-
adhering perturbations that remain physically and statistically consistent across
correlated sensors, and streaming attacks that operate under real-time and partial-
visibility constraints. Across multiple multi-sensor IoT and industrial datasets, these
attacks significantly degrade state-of-the-art models while evading anomaly
detection mechanisms commonly used in networked monitoring systems.

We will conclude by discussing the implications of these results for the design of
secure, networked sensing infrastructures. The talk highlights why detection alone is
insufficient, how inter-sensor dependencies can be exploited rather than protected,
and why defending time-series models in cyber-physical systems requires threat
models that explicitly account for network topology, temporal dynamics, and online
operation.
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